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ORI IR, LR —NEREPEE. 78 16 £ 4 H, >JiEFa
FICAE W 28 22 4 S B AL AR P iR 2 vh i HH 39 o X 2% 22 4 977 40 e ) AN B
BE 7. SRUAMIZE A A TRAEXTPL, KA A BRE B P B R e, 2
V&S 2 AT, I E g bRl . i KGR R R
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2. 1 BERA RN

Linux $4E RGAITEAE R J 1) A T PR R 2840 /1 38 2 S0HE : UNIX
FE RSG5 MINTX $0E R G0 GNU %I POSTX A##EAT Internet M4% ., [ Linux
BAERQUEAE LR, @l — B PmEiER. RESTE, CRETRA.
TERN—NZHF . 2E5ERERS, UHRE. 5, BRGNZRIEH
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WIERGZ

T — PR A 2% 2 A BN %, £E 2017 52 5 ] 12 H, WannaCry
W U B R, R B O B R A G S . WannaCry B 2 dU
el ik e, BRRRR R . SORY. E4REL. EASE AT HATRR R I 2 Rk
RUSCARAEINE W0 J5 SO S 4844 80 “o WNCRY” , BB irs A T
e O L PR N SVA A AT H R DA, BB TR E AR s IS R, AR
A RERRCIEE . i E RS B R 2R, R REE RGN %
AT IEAT, @5 5EE E Linux #4E RGP LR AR SR 0 E

2

[ 505 12 22 4 DA S N IR AL 22 4 1) Tl i L O 4% B U SR VR I B e 1T
SR RGUE AT, Nz 2 PP, TR, HE
iSoft-linux ™ #fF R NIZME, HHE iSoft-linux E™HIE ARG K
Bl “EERA” , ERELENFENESRGEN S M. EHTHA.
ER PR DRIR RSN 5. SR EACE I L RS 5, AT
b e ) 7 SR AU M T AT SERSE R & o R RN Dy N AR K
T Linux WAZ SRR RS E BIVISERIE B 2 1) i, Hoix
TR = B T GEBUN BIAS R T 5 30, AEBOR EfO 148 HHTHr BUH A
AEE e B A windows HUMERE, J& B EWIE” EH AR R d R
HE ) B

2.2 KWM

2.2.1 kvm faj4y>
Kernel-based Virtual Machine FITRIFR, & — MR RGeS AR,

H Linux 2.6.20 ZJG8EMAE Linux &N FERITHAS . A Linux
B O AT B, BTDHIE T Xen, HAZOIREGIR/D. KVM H AT C K
AR T ER VMM 22—

KVM f) R SO0 75 B F S0 FF (0 Intel VT FARERE AMD V FiAR) . 23
TR M 5 A R BLAL . T Xen M T BfE B ALK


https://baike.baidu.com/item/%E7%B3%BB%E7%BB%9F%E8%99%9A%E6%8B%9F%E5%8C%96
https://baike.baidu.com/item/Xen
https://baike.baidu.com/item/VMM
https://baike.baidu.com/item/Intel%20VT
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Para-Virtualization, HfRAIjeH TEAFSCHF I 58 2 ML . H Xen A
SA B ORISR, FEE IR, MRS BCAER . T 9iitte )
Bl R G B4k B Wware BSX & B & EE T OBCMF R AL
Full-Virtualization,
2.2.2 KVM L3

1. KVM B fsf F 1 77 v aad ] R b I B N AZ A E T FE Linux AR G4
N—ANRGEERT (223 KW AR o XN T H A4
N/ dev/kvm B4, Al AT LS - NAZ % P (B 1 AR G i) A R H
FlEs) , AHRAT I/ dev/kvm HIERETE B2 AS [F R

2. wH KW ZJ5, ATLAVER P EREZIE P RIERS. BAR T HRAE
RGH R FHIRAE RGN — B — R (B 1 54 T — M3 KVM HEAT R
ik ED

.
User-space
(applications)
>\ ngle Linux Process
Guest OS
(Virtual machine)
N User-space
QEMU (applications)

(Virtual machine monitor)

Hardware

B 16 KVM R ok i o
3. KM 2 fiff e READAL o R — AT R IR 7 28, (R R — N HEA
WAZ BRSO IRRTT 58, T UG A Hofth — 2877 70— BAE N E A AL T 32 5
ECam UML AT Xen, H1-T KVM 75 ZRMB S, I H AT DORAR A A AL e 46—
PMRGEEHEEF, FWEmmBASTE. KW 15— MUS2ERNZA
G —isy, BUA] DURH PRI A AN S0 . 5 AT ) R S0 B R
FPEE T R, KVM & — Rl St i R

2.2.3 KM AH o 22200 Je AR
QEMU=KVIL « o v ettt e e e e e e e e e FER) KVM 12 574


https://baike.baidu.com/item/%E8%BF%9B%E7%A8%8B%E8%B0%83%E5%BA%A6
https://baike.baidu.com/item/%E5%AD%98%E5%82%A8%E7%AE%A1%E7%90%86/9827115
https://baike.baidu.com/item/%E5%95%86%E4%B8%9A%E7%B3%BB%E7%BB%9F
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python-virtinst......... BN UM 75 B ar 24T L EARE 7 E
VITEMANAGET. . v vt v ettt eei e e GUT RN 2 T A
T G et ¢ o PP EANLSG S
virt-viewer............. GUT MR Y, 3 CUC B4 IR R UL
TbVATt oo CiiE THE, #ft libvirt fids
libvirt—client.................. MEL % P LR OER) C il s THRE
virt-install................ BT libvirt JRS5 I RN E a2
2.3 Vy0S

2.3.1 Vy0S f&ifr

VyOS—FFUE S HRAE R G0, o —3S2 KA B W — 3RS A o VyOS
7T Debian GNU/Linux Y, 2t AHAREEUN Cisco B T0S. Juniper
ff] JUNOS MU 77 20, e B A R A A R 7 i, JE AT LA A
compare. rollback Z KMdr4, 77X LEC B RENR . Vy0S XA H
[R5 — MR REICT 2013 4F,  H ATIEAERFERIE IR T o A HAB I H —1&
Juniper E# T[] opencontrail, B 5E 3 M H 5 23 S0, B T APT
SO R E S (XS WERRATE X MR ERRWEFZ—) . ATEUH
EORSEHURAE KB B R8s, s ThAE

1. FrtE
1) “FHXH

32-bit x86

64-bit x86

KVM (virtio drivers included)

Xen HVM (including XenServer and EC2)
VMWare (open—-vm—tools included)
Hyper-V (drivers included)

VirtualBox (guest additions not included)

(BRUKE LS SCHF HR 1B 282 FH )


https://www.centos.bz/category/python/
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2)
BGP (IPv4 and IPv6)
OSPFv2
OSPFv3 (incomplete)
RIP
RIPng

Policy—-based routing

3) MgHE N

Ethernet

802. 1qg VLAN, QinQ

NIC bonding

Bridges, STP (no RSTP or other extensions)

Port mirroring and redirection

Dummy interfaces (analogous to multiple loopbacks)
Pseudo—ethernet (aka MAC VLAN)

802. 11 wireless (client and access point)

Some wireless modems (not very good support)

PPPoE

Note: No support for serial WAN, ISDN, dial-up, DSL cards. Use

an external device for that.

4) Bk NAT

Stateful firewall

Network/address/port groups (IPv4 only for now)
Zone—based firewall

Source and destination NAT

5) MRS
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DHCP server and relay
Caching DNS server
Web proxy with some URL filtering support (no HTTPS filtering)
Telnet and SSH for remote management
IGMP proxy

QoS support

6) =R H
VRRP (IPv4 only for now)
Conntrack sync

WAN failover and load balancing

7) 1PV6 S

IPv6 routing (static and dynamic)
Router advertisment

DHCPv6 client and server/relay

IPv6 firewall

8) RGN TE

Task scheduler

SNMP

Configuration versioning and remote archiving
Event handling

Remote syslog

HoAth A VE WA RE: http://vyos. net/wiki/Feature list

o 2.3.2 VyOS 4
1. VyOS 5 HAth 2% d 88 & AT RS AN []
1) BEAEES B8 XS 4 — i 24T S


http://vyos.net/wiki/Feature_list
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2) W45 RIA ) CLI

3) AIREMEARL: MAMES F SRR ES, BT ET e
MR55 5, FERRATIS AT H:A

4) ETHBR TR

5) SCHFAE kvm, Xen Hvm SEZFEALT & FigfT, wf BUKKEITTL) 5
/g

2.3.3 Vy0S 3

L FifAE

Vy0S CLI $2fLMF#s: operational mode F1 configuration mode.
i\ configure 2 JGRI#E N configuration A=, FRESH#5F1HAD 1inux &

TR —#E, CFF[tabl¥h5¥A1? AFFHIES . BB 7T/ compare fir 4

EEBNEE, commit IEXCACE, save f£47F]/config/config. boot Mt &
AR

2. LB

eth0 AW ip. ethl AWM ip I T nat Bk R SCHLEL 1

set interfaces ethernet ethQ0 address M ip/F ML

set interfaces ethernet eth0 description ’OUTSIDE’

set interfaces ethernet eth0 duplex ’auto’

set interfaces ethernet ethO0 speed ’auto’

set interfaces ethernet ethl address 192.168.4.1/22

set interfaces ethernet ethl description ’ INSIDE’

set interfaces ethernet ethl duplex ’auto’

set interfaces ethernet ethl speed ’auto’

set nat source rule 100 outbound-interface ’eth0’

set nat source rule 100 source address ’192.168.4.0/22

set nat source rule 100 translation address masquerade
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set system gateway—address //AFM%
set system host—-name vyos
delete system ntp server 0.pool.ntp.org
delete system ntp server ’1.pool.ntp.org
delete system ntp server 2.pool.ntp.org
set system ntp server IP Hhilk
set system time—zone Asia/Shanghai
set system name—server 202.106.0. 20
set system ipv6 disable
set system options reboot—on—panic true HZRSLHIR)GHES
commit

save

2.4 IPSec

2.4.1 TPSec i/

1. TPSec (IP Security) f&—ZHIFBIMXIEFR, K E HE(E 7 Z (A 4E
IP ik SHEARIREAE, PAMRIUESI AL Internet P - AEHIN FIFAAA
P SeBMER A S, TPSec it AH  (Authentication Header) Al ESP
(Encapsulating Security Payload) XA A PMBORSZEL. T H UL se
AW EPLEILE Internet MGG, AR LUEEAFK
BRAE R AR I B0, AN 2 R e 40 ) SR B

2. IPSec $RHE LT JUAN P45 22 42 IRk 55 -

AAM — IPSec TEARHMAHE @ 2 Bk HInEs. LLARIE SO 1O FL A T

SEREME — IPSec 1EH RUHZEISIEEGE L, DAORIE S 678 A& fnid 72
A AR

HAE — IPSec W BEIGUEFTH % IPSec LRI IEE L

i — IPSec Pyl J #dl G #OF o BUR 2 E, BV H e
6482 1) B B BRI I R ST R A4S S

3. IPSec FEPuify s [BlE L 37 2 2B # (Security Association)
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BEAT B A . 22 ik B SO 1 B DR b A B B SO SR DA K 22 AR B
A RS () S5 J@ . TPSec £E e AN E HCHE N 7 A28 () AH R/ 55 ESP B i
3k, FAFORIE TP B r 22 2. 1PSec A R IEMELRIA RN T/E 77 . 2R
w7, I EEEAS 1P Bl B IR E Mk Sk, Hagohnss, Bhndik
SN B P B B AR — AR 1P B iR U, HEfE
fiJ= (40 TCP. UDP. ICMP) Ht#m#fe HISR TSP ndi Sk, BRImR Sk A n 2 ()
4 E R TBCE AR SR TP Sk ST

2.4.2 TPSec FIflt#A

YA IPSec BIPLH, At AFATTIESRE IPSec, RHUA 2T vpn LA
AR B ——F RN H T

Pptp:pptp I HALHRI MG tep PRI, At PA—RCSE & & /N A% S i)
Yiste HEanER oL, WO ReE

L2tp:L2tp Fri AL P udp W, udp PRSCHIHRF AR &5 1
TN e AR RS T, BTl L2tp HE A KIEARN . b
nE Bk, B,

Open vpn:Open vpn AR FENE, E&2 7MKL, R
W, 23 ] Jey ek X 55 52 R R 2% A B

IPSec:IPSec /e HIFREER I, Bk /2% b oy s i A\ SREUR 4 4L
PR ddE, Trs.

XF T SD-WAN FEAML 2 DBE 22 AP R U, A7 il BRI & B 5ot A Al
HY R, FATE LB e, seibam) BAgEgE A 51 L&A Tt 5L
BORBIN L REW SN 7 (0 B A m IR S5 2, SRBE R Wi i PR IR 55
#o A ARNIERER) vpn A T open vpn 5 IPsec 1, open vpn 1
IRGBHIFFIENE,  BEWS AR A AT AL 23 7] B 2 2% Ry sk X v 5 A 36 422 () T BE
WA N2 AT FE TPsec W ? JRMRMEH: Oy Z4s, JATETE @A)
a3 1 S22 4 vpn Bl 0 T A IR SS ge ok, AN
EREEM—MF, RNEMBIFLE 24, FMEMNRZ4, IPSec NI4T
e 2 R AR, EINANE 588 N B BUA R IR B
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* 2.4.3 IPSec WLE (VyOS P E)

1. B E v E K

set int eth ethO pppoe 0

set int eth ethO pppo 0 user—id youre username

set int eth ethO pppo 0 password your password
2. it & dhep

set service dhcp—server shared—network—name LAN authoritative
enable

set service dhep-server shared—network-name LAN subnet
192.168. 1. 0/24 start 192.168.1. 100 stop 192. 168. 1. 150

set service dhep-server shared—network-name LAN subnet
192.168. 1.0/24 default-router 192.168.1.1

set service dhep-server shared—network-name LAN subnet
192.168. 1. 0/24 dns-server 223.5.5.5

set service dhep—server shared—network-name LAN subnet
192. 168. 1. 0/24 dns—server 223.6.6.6

set  service dhcp-server shared—network—name LAN  subnet

192.168. 1. 0/24 lease 86400
3. W& nat

set nat source rule 1 outbound-interface pppoe0

set nat source rule 1 source address 192.168.1.0/24

set nat source rule 1 translation address masquerade
4. L E TP sec

set vpn ipsec ipsec—interfaces interface pppoe0

set vpn ipsec nat—traversal enable

set vpn ipsec nat—networks allowed—-network 0.0.0.0/0

set vpn 12tp remote—access outside—address <public—address>

set vpn 12tp remote—access client—ip—pool start 192.168. 255. 1
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set vpn 12tp remote—access client—ip—pool stop 192. 168. 255. 255
set vpn 12tp remote—access ipsec—settings authentication mode
pre—shared—secret
set vpn 12tp remote—access 1ipsec—settings authentication
pre—shared—secret <{secret>
set vpn 12tp remote—access authentication mode local
set vpn 12tp remote—access authentication local—-users username

{username> password <password>
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2.5 Python GUI

from tkinter import *
def comnection():
pa=ss

root = Tk() ) e
root.title (" SD-wanfE il L ZETHERIX")

framel = Frame (root)
framel. pack (padx = 20, pady = 10)

frame2 = Frame (root)
frame2. pack (padx = 20, padsy

10)

frame3 = Frame(root)
frame3. pack (anchor = W)

wl = StringWVar ()
w2 = StringWVar ()
w3 = StringWVar ()
wd = StringVar ()
w5 = StringWVar ()

Label (framel, text="3¥7 10 {# H SD—wanEE il {L Z ThEERI =" ). pack ()

theLabell = Label (frame2, text="[%% "), gridf{row = 0. column
pade = 20,pady = 5)

= 0.\

thelabel2 = Label (frame2, text=" 11+ ") grid(row = 1, column = 0, %

pade = 20,pady = 5)
theLabel3 = Label (frame2, text="1TiHIP: ").grid(row = 2, column = 0, %
padx = 20,pady = 5)
thelLabeld = Label (frame2, text="1Tim &5 CIDR: "). grid{row = 3, column =
padx = 20,pady = 5)
thelLabelS = Label (frame2, text="1AUFZ L : "). grid(row = 4, column = 0, %
padz = 20,pady = 5)
#el = Entryviroot, textvariable = w1, wvalidate="kev",
#Hvalidatecommand= (test1CMD, "%p” ) ). grid(row = 0, column = 1)
gl = Entry(frame2, textwvariable = wl1).grid(row = 0, column = 1)
e2 = Entry(frame2, textvariable = v2).grid{(row = 1, column = 1)
22 = Entry (frame2, textwvariable = +3).grid(row = 2, column = 1)
ed4d = Entry(framel, textwariable = w4).zrid{row = 3, column = 1)
g5 = Entry (frame2. textvariable = vB).grid{row = 4, column = 1)

Buttoni(frame2, text="1%1%", command=commection).grid (row

Label (frame3, text="v1.0"). pack ()

mainloop ()

stick

0.5

5, column = 1,%

W, pady =

10}
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FLEEEFASD-waneEEfl{e = ThRERI <

P i
= e T
iR P:
PTESPIERCIDR:
TAREESRE:

%

v1.0

//Python AL S

iZH python %i 5 tif, JRRILET python BEELF IS5 GACH, T iHif
Zy AT WL S RE L P SERRAA B A A 7= it o T IS THSRALAT Rk
HRE, ARG AR BIN MAG AEHIRZ RN T iR, Ar=RTE Ul
G 7 TR S0 A B T o, FRAT VAR AR 1R 2 P AN 75 B4 N Iz i F) 1
W5 RS ip Hidik, SURRERAMERERIZ M, EERMNSHLE, HE
PUEC E A ARS8 i, 0 T 5 KIECE, python i 5 BLAEMEAT ML TAF, f
GRS, RGBSR, CRSMFEIET, EHRMEEMN
SERAH, BAMMHLE L ¢, java K python 16 F FIRCRAL, (HREX T4~
aRU, AT ERS T E TR, python 584 7] UMAT I TAE.

2.6 Ansible

e 2.6.1 Ansible f&j4
Ansible ;&¥r I B3z 4k TR, J&T Python ik, A T ARZ 18
#: T.H (puppet. cfengine. chef. func. fabric) HIPLA, SZHL T HtE £
GELE. MERTHE. EEITmEIRE.
Ansible JR R TR TARR), AHBRAMERERNRR . EIEAAHME
B B2 Ansible RIS TIIBIEL, Ansible R gt —AfELE ., 24
(1) HAZAHMF connection plugins: FAT AT I % o SE LA S ;



SD-WAN REUME 2 DhfE % 42K

(2)host inventory: f&EERMEM TN, J&—AHCE CIF H g %

AL

(3) B P AZ O R . command fEER, H @ AEER,
(4) & B THE1E e d ¢ H B MR 25 T e
(5)playbook: JIAPATEZMESE, AELFETLLLET A—RKEEITZ

MESS

(PUBLIC/PRIVATE,, gl ;

¥ cLoup

S

INVENTORY

=H—| X W

MODULES

ANSIBLE PLAYBOOK

ANSIBLE’S AUTOMATION ENGINE

<>

API

PLUGINS

2 Ansible TAEHLHI

e 2.6.2 Ansible fL#
1. AT Ansible

el

HOSTS

@

NETWORKING

1) Ansible 584=#:T Python JF &, 1fi DevOps fEE N CWAR A& —Fhiga#,
Python #{&0 N, a4k N\ i H O K T ERITTHEZE D BEK, 15

Tk, J{EX Ansible —kH K.

2) Ansible FEHINERL, HE2ILH LA GIF AR DR

B, 3 600 MREH5E 4 AT LA A2 H S DIRER 7 -

3) f£ Ansible ErCofUMERTS, — M) LA S M) 5 A BRIV AT € i HE D

ORI .

4) Agentless (CE& /i) , Z/im i R iCE, HiEHinlc &if)s
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BRI A, X &SRR 3N

2. Ansible [RfILEA

1)

2)

3)

4)

ToE b, R E224 SSH, Python BIAT, 3 Python EUURA
2.6.6 L

5:T OpenSSH 1815, JK)Z 2T SSH #1X (Windows & T PowerShell) .
SCREFISAN SSH WIE, PRl iEId REEK - %A RS A FAEHIAE,
FITDABEA I RE T, D7 M8, 24

FEUAE ARV RONE, B RS GIE 7 1 2505 75 B U S e E
SO, BARBCE SO INES, (HaHN Ansible IR A4 .
SCHF Windows, (AN SZHER i, RS A A2 Linux R5t.

3. IEll Ansible B AN, W ERFE A HLW L & Z& H k.

1)

2)
3)

4)
5)

Clear (fai%) : YAML ik, Python E5%E, 5 T4 HE, APT fij#
T

Fast (BE) « Pod2Eo], WEGER, oM =T AT
Complete (4[] : FCEEH. NMHAME. (E5WmHAEIRET—
5, ERNESYEE R SRR

Efficient (B0 : WHBIMRIEIHFERGIERE:

Secure (Z4) : WA Ui, JKZET OpenSSH, {RIFE(E )24
DE3:®

2.6.3 Ansible 2% %85 AfC &

PS: N[ %4, REAZEREIN, B IaORiEn] L% 8 S E H
280
MK testl:10.17. 160. 105  ——5 P i

TARML test2:10. 17. 107. 225  ——H45Huh

1.

2.

3.

BG4 %E, yum install ansible -y

By PRI 224 yum install libselinux—python -y //#%% P
TR (B 7 5 M selinux)

BN ssh-keygen —t rsa
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4. 4 kK OB A Xt . ssh-copy-id -i  /root/.ssh/id rsa.pub
10. 17.107. 225
5. ¥FRIMUE: ssh 10.17.107. 225
6. HCE CH: Ansible FHCE 4 /etc/ansible/ansible. cfg
hosts ENLCH /etc/ansible/hosts
7. Ansible RGthr 4 MBS A E Jrik:

ansible—doc -1 —— I A A H AR RS B
ansible—doc -s cron — BEHEETHIISHER
2.7 B H 2R

FEEARSER) VPN, ABAHEE 7R, FFIERZ EoRmEME, s A
KT EATARI B RER 5 A AR A, Fm s sy 7, A IER
BN LA T BOt e i R B LA 1M

AEAEA A Ansible BB YE TSI 1445 VPN S 24010 —H A%
W, RSB AT LHRN - EMERA, BREE. ZREEZHIA
REFEAE] VPN, BEiLTE 2 NRefS il VPN RS, MAMXAZ M S TR fE
I

FERI 28 22 45T, SD-WAN RESUL 2 Thie 2 e MOt ARH it 17 3K
W FTUAN X 25 22 4o I K 28] - 50 W) SD-WAN REFDAK 22 T B 22 4 WY SR AE 22 42
JTH IR .

gt VPN HRAAAE I — DR, B Ogis, AR B 28 AR Al 2 e i
HE SRR, VPN BN, AR — LSRR A X — AL K E SR EENL
Dyt Tl B i L 22 10— 6 2% e A b, RS BT R 5 P B
AHUE AR B H bt . KRS 1R 5 - B SRR I A
SFRE, ERGERH S R R BIE T . AR B CRE B a4
WeaRFE L T o SD-WAN X T Bh il B A RIS - 03K T R B — 2R
HTFR) MAC Sl B3N FR AR 3 R TH J2 A I 2 S DA s MAC Mk 5568 o
[ TP bR — 80 A ST R, QORI PR W 2RI VPN
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Hesssmthit: SRS E— MR — 2L BR GRS s, #ik
P E, B B RGBTSR S o, Rssunss RIS, o BRAL 3
D3t IR 28 oiix il o X AR 2 HIUARCR 1 22 s Ra i, BRI A B A1 2 Hh O i IR IR 55
g, A EAR R I BRI — R R AR, LK, ek
HIZRVE, B HEEELUE BAE, Bie RECs i IR OR I 22 ke . X
TR . A FER VPN #H B OB 72, T SD-WAN ik 2
ez MK, RRTTEA: BT 2 BHAE. SD-WAN MEHML 2 Dhfe 4
WIS B, L, 53N LAETRSCRETIE, B KA nds AN
=, AT UEAE S [ EHAG T R .

R4 VPN HREEAE IR 5% vt AT IR 55 i D09 O P 66 b )b 00 2, O L2 IR 5% i
ARG DR A B o T SR R 55 i BT A ) 2% B A BB D3 1 MBS 2 pk 2
BN TN, AP 2 emo 2 2 v fG. 1 SD-WAN ML 2 Dfig
AR B R 2 Vy0S Btk eh, FREHT KV AR sl fg ok, s
LT M55 v 5 IR 45 vt % EH A oA, A4 VPN B A 48 1) 22 2 RR IR T T
AT LU SD-WAN K2 UMb 2 Th RE 2 4 O A TE AR st 2 ok T H AT K VPN R
FAAE I 48 22 AT

2. T M Z e EEMH

BEE RS ) BB AR AT R R, 57 AR 8 bR R 22 (1) [R) 1T N 4% 2
5, MNMITATEZSZ B T IXFER], (H 230 LA B EE R 10 R AR A
MOk, RPN A F AR AT

2017 4F 2 H, WP HEAEEE “Rasputin” FIH SQL ENIRIFARE T
RV, BT 60 2 KFEMEEBUFHM I RS RS 4 H, BBC
T T AR T P B SR I 1000 R 1 K 1 8 S AR5 Bt ER 1), 1X 2
20 H U BRIP s e AN A8 R S 5 PO B R I Bt . [FAE 5 H
WannaCry ¥R EE 2 BREER, AL T i dupi s i 77 2463k, Tk EHLIF N
AN BRI SO, X RS, /D 150 ANMEZ . 30 14 H A,



SD-WAN REFIAL 2 D fe % 4 P 5%
R R IS 80 {43670, AR ERl. BER. BEIras N2 ki e 3
7] L

£ 16 4, P EACsa s “nbiy g e (5 Bk st 22 45 TR 1A
R ARMEATTALRAIP 48 22 385, W om M2 A Be SRR /17 A
CEA M, ORA ER G K EENK LY. HEFRE 12 H 15
H, E&SEAAM =07 BEERERBRD i, e RigeTi i
KNI 28 2 A% . BRI Z% N 26 & R . I P A B S Ak B e k.

W 2% 22 A S AL RARAAR ) o 224 R R RIS, R 4 iR
B, 224 AR R [FDHERE . I TG IS, 2% 22 4 e p AT XURS: H 2 R HY
FFHIMMBUE . &5F. b, thas, Ad. EPFESEE FEE. FaleE
FORBEE SRRt T i BOR R B i, W28 22 P45 e 158, LA 2L
R0 E R K AHLR G R P g ety S0 A% AR & — A HE

W 2% 2 4 TARR T E Kbt . B 5K 24 DL R Ab & e B 2 Te 20 8%
Wo PTUAMZE 224 i R “anl]” , FATEEYE MM 2 4x, AT IR0
BORBUZNY, sl o< g5 B IEA Bt 22 4 ORI . R TH S HERINT N, AL B RE
JIv InsREHE 2 NG BORY, BAOREOR ek, I MBUSTE SR . 4%
LA IR AT

=. BH

3.1 B4

HB\ % FK: Open Studio
PAK:: TRK
NG 4 | I

3.2 BRI

BSR4 iSoft-Linux BIMEAL, PAMET SD-WAN FR G024 MK
45 iSoft-Linux WIZIAREE, HbeEek S RSAME S, HisiTER
Zar by e ARG T ), B Linux  bridge HIZBE RS, KIgHE
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G PR BRI K VNG SR SE I E, TR EEE KVM,
BE— N RGEIMEIAE; SRR KM B11E Vy0S AL, & Vy0S AL
BB E ML, 5E TPSec, RIRUEMZELE Internet W48 B A& b 1) 22 4 1k
RIERGTEE Ansible, RAMMLIBLEITL HIZSH, KA LT —
PR, fIEREE.

W A S B AR5 e M A TR 2 4, 8 S 8 v A BN 1 M) g =X 1 3 A
BN, RS AR, I B AR AR N S PR AT TSR, TR ORUE A
A, AEF ) RENE R IEAE B S, A T R R A

3.3 WM HFRFR
o fEZ VPN HARKE &
VPN 3 2R “Virtual Private Network” , B2 “EH

LML o B, R FH 4 B AT AT LA e AR B R 0L H SR
A A 2k . B AT DU AR R I B @ T PP AE EHETE Internet bAL
T AN 7 (P AN 2 A Al AR I 2 RS — 2 T (IR TR %, mhir L
B T KL LM, BREIFATFERIER X RS R L
B XEiF R BER PIE T L, HRAHAMRELEM R, HAH%K
% HH A SR 154

M BATE AL S8 VPN BEARTE A lb st i #2 4l 7 LU 234

1. SR ARAE.

S AT Gu IR LG, VPN 138 8 AR S22 T FH P 1) A T
AL, VPN B E B HSAA B Tl T a5 H 3. —4 VPN &ikitRe
AR HLAR LA [ A BRI 45412

GIHT: AV AN B B I T LI 1) VPN [ T RV RIPERE . LA 2
PRAEFRAL VPN 1) FLIBCIN IR 25 B AR 3 AR UIE AR 25 RDB AT o X AN BRI 3R A Aol 5 FLIG
PR 55 SR LT I A B N 25— DN IR ST R AR B2, BB —MRIE & Fb
PEREFRAR P o

2. waE,

VPN Be A m KT (22 4, A8 FH v 0 PR 0 25 R0 5 3 Ul I USR5 47 e
G BIBER,  PEL B G WA A A4 AR A i P 80
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I3 ARV AN E VPN ZeB8 I AR G o X PR 75 2w KT L B A
IR 2822 4z in) i, FR SN BRI RIANEC B . Rk, 0643 BRI iR 55 2 A1 v 47
UIBAT VPN IR Z BRI 2 — MF R

3. FEME.

Wt RAFI 97 VPN RS ATA] T ] o XA EOR Gefg Lk N F #
F— AR 25 2y e B 1) ELIDE R LMt 1500, b3 1 P VORI e A8 75 m 813X A
W25 o IR BE )R Al AS P I A A ) Sk At v gt ) LLER I K B R AR &
FRH o

M AR VPN PR AR T SRS A EN, BONTEZ ) A
JE R AR ST VPN $oARRAE . BRIk, TRA 8 AN R/ 077 ] ge 2z th
IR 55— 5T, A8 — S BE N R BB PT R F e A

4. ] FHAEATFH P B A S A A 4k

VPN B it s A T @AE i . B 55 SRR AN FiAt AR F A1 ]
P e 18 717 DX 42 (40 DSL AT 2R FE AR B WiF1 2% 34 3 Aol M 45 o Bt Ak,
TR D X B A — P AR R R IR I AR I A = B T T

b B BRI, VPN 24X . RN 8 R &
Sy . 2 F PR N R 2 )T i IR, AT AR FH v G0 8 R O A ok
J7 AT R B . SR3E B ST — LR RENE AR DR AN SR B 1 5 =7 T

HEAUAL 22 D fE 2 4 R R R A
1. 5. fEREE.

FLEARSER) VPN, ABAEEE 7RI, FFIERZ EoRmEME, sIFA
KT AL AR RER 5 M A AT, Frmsett sy 7, IR
BN LA 7 BURLRE R AR E BB AT T W

2. JIR 5% b 4 fal A

AEAFA Ansible B aifLiagE THSZHL 11558 VPN SRS HU0 — A%
i, MFEEBATER AN RMERA, BiaiE. XiEEZHA
REFEAMLF] VPN, BEibSE 2 NReFE M VPN RS, TMIAMUA R M4 TR A fE
I
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3. AREAFERAE B AAE T ML %4 Bl
TEMA 2% 224277 1H, SD-WAN REFUME 2 DhRE 22 e W SRl AF i€ 1o BFoR
W LA P48 22 2RI R4 T U8B SD-WAN RE DAL 2 ThiE 22 45 X S fE 2 4
JIHII B4

1) o3t T REZ BB MAC ik, &N HER R R
ISP 2 S b X ot MAC Ml 53R E TP sk 25 —80 Ml — S T %
K, G0 PSR H 2 LT VPN 4% 3% T

2) BATZTUAUE. SD-WAN ML Z ThRe 2 M A L, M, 5%
WEH HSORBEATIRAE, WERH nd5 INBEEANEE, W TUGEAER 3
WAL TR BT

3) SD-WAN FEHU4k 2 Thak 2 4 4 SR I 2 h R F 152 VyOS B e, 8
KVM BEACRE LSt ok, 2B 1 kS5 oin 5 R &5 ot l & — 9 —, 43 VPN
LA ML 2 A RRIHETE T o AT RAUEL SD-WAN 404k 22 Thak 22 4 I L i it
AR AR R T H AT K VPN HARAEAE 1 R 48 22 4 TR o

3.4 H4&HT

F5 b 4 R ViGN
1 iSoft-Linux ¥ R4 E RK
2 Linux Bridge [ WK BRAT
3 VNC+KVM (1735 L A
4 VyO0S BRI+ IPSec [H1HE Mrar. 248
5 Ansible HIE4EHRE B AR
6 Python GUT H1Hi %S s
7 JEIARAL IR MRar. 2408

®— Bk 1IR
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V0. IHH sEht

4.1 FRAHE R
Python GUI Fit[i A S it )2
KVM+VyOS+IPSec+Ansible INAZEEZN R
ISoft-Linux ¥/ R4t AR R E
PC+AZ ML+ Tk % 1 2% R B =
R DIHME
4.2 BIHMEE
ipsec &
]
Vyos Use Ansible to autoratically upload
al?secp eeeeeeeee
£
kvm
ﬁ A&pnhen
Fft [ inux ||:> Ansible | €] python

SN 20N AR

PEI HRAE iSoft-Linux ESEH5ER, 1E iSoft-Linux b#REE KVM, #f
VyOS I 25 B R G SEb y— & REAUNL, TXRE A R A IR 55 o 5 e 55 B oh — 1
1, ik T —2ep 224 ERREE, M linux bridge ¥ iSoft-Linux |k
)L SEE X S B2 B AR Hh VyOS 1, SEBIL T B SOV VyOS v LAREAT B %
K, #£ Vy0S LI IPSec (VPN [5iE) , SKIL 1A A I DIRE . FHAE iSoft—
Linux F#B2 Ansible HEIMIZESE T E, SZHL [PSec TLA«Z 500 E Sk,
FEAEH python JIANE 5 9 5 A& B Ansible, fEH P RERMA, fHHER
AR A
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4. 3 LR
FIRAEE T %R A AB A A B, 22 4 (038 A IR 55 8 o R 3
[ VPN H R SZIL T 2 NS )T I M e . BUA, 7 DA 4 7 6 ) £ )
LA L U RRITAT S, L 4 TR 5% R 5 B (ol v £ 35 R 5
B APAHE S Y, BT AREREETIEN, EEM%E TR
% AIAF R RS LB ARk PE, AN AR LM, T
ENGEINS N e NS

4. 4 T H s2it
o 4.4.1 Kvm I4&EF0 Vy0S REHIMLIK) 228
1. KM

1) Ko#¥ CPU BT ek, grep vmx /proc/cpuinfo

2) WifR BIOS BT /E ELThRE, BIAFH £ INE KM . Lsmod | grep

kvm

3) %% libvirt M KVM:

(77 LR LA 236 E)

libcanberra—-gtk2 gemu—kvm. x86 64
gemu—kvm—tools. x86 64 libvirt. x86 64
libvirt—-cim. x86 64 libvirt—client. x86 64
libvirt—java. noarch libvirt—python. x86 64
libiscsi—1.7.0-5. el6. x86 64 dbus—devel
virt—clone tunctl
virt—manager libvirt
libvirt—python python—-virtinst

4) JA3H libvirt: systemctl enable libvirtd systemctl start

libvirtd

5) f#H virt—-manager & # kvm GHEE HEEERSS 28D

//virt-manager


https://www.centos.bz/tag/python-3/
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AR X BIRATEBEARM 23R 1S0

BB ERIRATIAE /home/1is0 U TR I SO
L= %R CPU RN AR R/

AYRIY: R AMLI IREAE R/

BRI SR, TE R AL B

6) M virt-install fr&-QUEEMNL GHREMASH 32 H4EH 1S0 3T
FREAIAL, FRIX BLAE/opt FHIEE T iso Ml kvmimg H 3%
mkdir /opt/iso
mkdir /opt/kvmimg
wget
http://packages. vyos. net/iso/release/1. 1. 8/vyos—1. 1. 8—amd64
.1iso

) AR (fhre)
virsh list -all //BA[PLRIN Vy0S JRZEZ running
WRRIEWHLIPIRE N shut of f, FEFINE.
virsh start VyOS
systemctl restart network//H] vne B3| Vy0S, =5 MZEIREL 1P
Hihk, FIE Vy0S T PLIEH AT T

2. Vyos
TEMAE: http://packages.vyos.net/iso/release/ W FEAR 75 E HIRRAS ,
HETROFIRA S 1. 1.7, HAMLHARME 7 OVA (kg X, W RLEERE
#) vmware P4 F. XHEPET iso BB ey, wiki B EH
1% 25 FM: http://vyos.net/wiki/User Guide

1) J&1T install image %%%:
install image
LRI FRAR AT PR, A — 2 1] 25 FH BRI 2 B mT, o [A] 75 ZE AL vyos
F P s, e e B Vy0s IXANH Pt T R4 E, 2
7N Setting up grub:OK, Bz, ZJ#l% CDROM, reboot H
JA Z Gt T AT RS -


http://packages.vyos.net/iso/release/1.1.8/vyos-1.1.8-amd64.iso
http://packages.vyos.net/iso/release/1.1.8/vyos-1.1.8-amd64.iso
http://packages.vyos.net/iso/release/
http://vyos.net/wiki/User_Guide

A
Cg/ SD-WAN Kz #IMK 2 e 22 4 (A 5%

e 4.4.2 TPSec. Python PAJ Ansible HIFC B

1. IPSec. python
FERUTH A 7 IPSec 1 Python MIAHSGHECHE, FEIX B A4
2. Ansible
ansible s& —/M3&F python AR HEMbiE4E TH! (saltstack)
FLTBE B S A A SSH 70 PR 43 i 55 1)
ansible FJLASEIML R RGHCE . MRS, MECHHE I fitE
iBAT 2 A T RE
D %3
i, P
yum install ansible -y
. B P .
yum install libselinux—python -y //#%% ¥ im 235844 (b
& P e B OS] selinux)
PS: WIRICH] selinux, ASAME Himnl A3 CGRWCZED
2) GIEEZHNT: ssh-keygen —t rsa
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[root@testl ~]1# ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Created directory '/root/.ssh'

Enter passphrase (empty for no passphrase)

Enter same passphrase again:

Your identification has been saved in /root/. ssh/1d rsa.

Your public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint 1is:

SHA256: 8SLSr3JzyKuJFCNEszrJngKLJerSODeYPmGp+ch root@testl
The key's randomart image 1is:

T———[RSA 2048] -————-+

=. i Ea 00 S -
*0. +E O
B¥O.

| %6%X= 0+000

| o@R@*o==+.

+————[SHA256]

3) REHN): ssh—copy—-id —i /root/.ssh/id rsa.pub

10. 17.107. 225

[root@testl ~]# ssh-copy-id -1 /root/.ssh/id_rsa.pub 10.17.107.225

/usg{bin/ssh-copy-id: INFO: Source of key(s) to be installed: “/root/.ssh/id_rsa

.pu

The authenticity of host '10.17.107.225 (10.17.107.225)" can't be established.

ECDSA key fingerprint is SHA256:xBYNOe8P4sLkPB+K3AyfcAXIdhxR1LS4F+PncA9hoPs.

ECDSA key fingerprint is MD5:43:0d:d9:08:78:2c:aa:fe:0d:50:8f:7b:0e:86:42:f1.

Are you sure you want to continue connecting (yes/no)? yes

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to instal
1 the new keys

root@10.17.107.225"'s password:

Number of key(s) added: 1

|

| :
s = a o
I

|

|

Now try logging into the machine, with: "ssh '10.17.107.225""
and check to make sure that only the key(s) you wanted were added.

4) BEEESE: ssh 10.17.107. 225

[root@testl ~]# ssh 10.17.107.225
Last login: Mon Oct 22 22:02:24 2018 from 10.17.164.79
[root@test2 ~]#

B Bl A s h
5) 4T Ansible #itE ¥ : ansible host —m command —a ~uptime’

[root@testl ~]# ansible host -m command -a 'uptime'

PS:  EEHEMZ host TN, BHA command, ) FHLHEALE L
host  #FEHLA
- #HEERHRSE (command HBRIABIE, AREMATLL
command #f5HR4% F
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—a  H#IEERABERBATIIZMESE, —a BRI EPITH RS

uptime #itEHATIIHL
ﬁ\ lé%

TS 4 R A5 S HOR o, W28 5 IS R ) 24 4 C O 1 ZEIRBOR R
TR QA5 B 4 i FE BT B E SRS = 1, AE 2017 47, 28T “M%%
BRRERIR” N KBEREM L 2 4. T RMEE| A MitER B
R, WG BBORE A AR A2 T R, B8 2BLHUH K
JERPHARHE, WERENZFHS KNG B8, WEEH EEE, &®
ZIRE NI AEE 5 30, HOR (9 48 2 4 XS AP e th AN BB 1K 1]
U, MEGIE . MEIRTE, REARMNGEEENGIR, Mgt
RN RATAE 2R B FAKIAA AN R AR ) A ] . 2
SR TFTBOR S AE S W 25 22 4, Y N 48 2 A BRI AL IR O B £ R R,
WL A ERALEF AT RO 0 RS, W45 B L BT, S KRR A X 254 25 8] 2 s 77

N TG H5E R L EERNIE A, B “MIZasE), Rinis
A7 NEERIAR, FEBIAEL % e A RS IIREE % A R L 55 I &R
graz gl . BATRTH 7T RRAE RGN SD-WAN N ARG, KL
A lb SR SR A e AL B 25 R g — A B, BRI 2 Q0T E . i
Ve BP G EE . Rt AR RS S PR, DA %
S PRITE R .



